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In cryptocurrencies such as Bitcoin, the user's offline privacy, st | R "

which is linked to user ID (public-key), may be leaked by the T “n"”:“'"“;“ st s

frequent trading, because all transactions are fully disclosed on RS i D o .

the blockchain. N T

This invention provides a new technology for secretly exchanging ' 1 o

depleted user IDs whose anonymity has declined with fresh ones e -

through collaboration among other users (support users).

Compared with current technologies, it has a resistance to the The input-output relation in transaction is anonymized

support users betray without any special changing of the by using two or more support users (2nd nodes).
blockchain mechanism. Amazingly, not only user's anonymity

can be ensured, but also the transparency and versatility of

services including the blockchain will be retained.

I Product Application I Related Works

O All the decentralized services ( i.e. Blockchain 2.0 services)
demanding user’s anonymity.
O Information management server, electronic voting, etc.
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